PINS, POEs, USER IDs AND PASSWORDS!

There seems to be a lot of confusion among our customers about gaining access to 

the Army Benefits Center-Civilian’s (ABC-C) automated systems; the Interactive Voice 

Response System (IVRS) and the Employee Benefits Information System (EBIS).  We 

hope the following instructions will clear up some of the mystery surrounding these 

systems and others.

You can access ABC-C two ways - by using a touch-tone telephone or by using the Internet.

TELEPHONE ACCESS - IVRS
You can contact ABC-C through the Interactive Voice Response System (IVRS) by calling 

1-877-ARMY CTR (1-877-276-9287) from a touch-tone telephone.  Initially, you will be prompted to enter your Social Security Number and your Personal Identification Number (PIN).  Your initial PIN is your four digit month and year of birth; e.g. if your birthday is August 1950 then your initial PIN is 0850.  You will NOT receive a PIN from ABC-C in the mail to access the ABC-C automated systems.

The system will then ask you to create a six digit PIN of your choice. This PIN can then be used in either the IVRS or the EBIS systems wherever it asks for your PIN.  Please do NOT confuse the PIN with the Point of Entry (POE).  That is different (see the EBIS paragraph below).  Your POE account is not used in the IVRS system. 

WEB ACCESS - EBIS
You can contact ABC-C through the web-based automated system, Employee Benefits Information System (EBIS).  To access EBIS, you must go to http://www.abc.army.mil, which will take you to the ABC-C Home Page.  Before you can conduct personal transactions or view benefit and entitlement information, you must establish a Point of Entry (POE) account.  To do so, click on “EBIS”.

The following screen will appear:

	PRIVATE
Warning Notice!

	THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE. DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY. MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM. DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES. ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED. 
USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM. UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL OR OTHER ADVERSE ACTION. USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES. 

	Click here to login.


Click on “Click here to login”.

A screen will then appear which will ask you to input your User ID and password OR if you are a first-time user, click to create your POE account.

Top of Form 1

	PRIVATE
Point of Entry (POE) Login:

	User ID:
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	Password:
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Continue




	PRIVATE
Create New Point of Entry (POE) Account:

	If you are a first-time user you must create a POE account to continue.

	Click here to create a new POE account.


As a first-time user, you should click on “Click here to create a new POE account”.  Another screen will then appear which will ask you to input your SSN, your service computation date for leave (SCD-LV), your date of birth, your pay plan, (e.g. GS or WG or WL, etc.), your grade and your step.  (Make sure you read the “Explanation of Input” on the screen)

Top of Form 1

	PRIVATE
POE User Validation and Account Creation:

	For explanation of what to enter see below.

	

	Social Security Number:
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	Service Computation Date for Leave:
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(mm) [image: image6.wmf]

(dd) [image: image7.wmf]

(yyyy)

	Date of Birth:
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(mm) [image: image9.wmf]
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(yyyy)

	Civilian Pay Plan:
	[image: image11.wmf]



	Grade:
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	Step:
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Continue



	

	PRIVATE
Explanation of Input
	

	Information regarding your current Service Computation Date, Pay Plan, Grade, and Step in Grade can be found on your most recent NOTIFICATION OF PERSONNEL ACTION, SF-50. On the SF-50, you should find your Service Computation Date for Leave in block 31; your Pay Plan in block 16; your Grade in block 18; and your Step in Grade in block 19.
	

	Back to Top
	


Bottom of Form 1

REMINDER:  The pay plan, grade and step are your permanent pay plan, grade and step.  If you are a CIPMS employee, it will not be the pay plan, grade and step that is reflected on your SF-50.  It will be what is listed in the Regional Database.  If you don’t know what this is, ask your supervisor or local CPAC representative if they will look in the database and tell you what is reflected.  Many demonstration project pay plans, grades and steps, though, are loaded into the system; e.g. “DJ”, which is a Corps of Engineers demonstration personnel system.   Again, you can have someone check the Regional Database to see what is listed as your pay plan, grade and step.
If you have entered your data correctly, the system will then take you to the next screen shown below:

Top of Form 1

	PRIVATE
POE Account Creation:

	Enter the following information to create your POE account. For help see below.

	

	User ID:
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	Password:
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	Password Verification:
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	Government E-mail Address:
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	DSN or Commercial Telephone Number:
	[image: image19.wmf]

-[image: image20.wmf]

-[image: image21.wmf]

 ext.[image: image22.wmf]



	Organizational Mailing Address:
	PRIVATE
Street (line 1):
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	Street (line 2):
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	City:
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	State:
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	Zip:
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Continue



	

	PRIVATE
Help For POE Account Creation :
	

	User ID:
	Your User ID must be 8 characters long. The User ID is not case sensitive.
	

	Password:
	Your Password must be at least 8 characters long. Passwords are case sensitive.
Your Password must contain 3 of the following types of characters:
Numerals (0-9);
Lowercase letters(a-z);
Uppercase letters(A-Z);
Non-Alphanumeric Symbols(i.e., @,#,^).
Password may not be the same as your User ID, or your User ID in reversed. Password may not contain your User ID. 
	

	Government E-mail Address:
	Your Government E-mail Address is used for audit information. If you do not have a Government E-mail address, you must provide your Organizational address.
	

	DSN or Commercial Telephone Number:
	Your DSN or commercial telephone number (including area code) is required.
	

	Organizational Mailing Address:
	If you do not have a Government E-mail address, you must enter your Organizational Mailing Address.
	

	
Back to Top
	


This screen will ask you to create an eight character User ID.  We strongly suggest that you use the first eight characters of your last name and your first name, e.g. “smithala” if your name is

Alan Smith.  You will then need to establish a password which must be eight characters also.  It must have three of the following types of characters; numerals (0 – 9); lowercase letters (a – z); uppercase letters (A – Z); or non-alphanumeric symbols (i.e. @#$%).  The password may not be the same as your User ID or your User ID in reverse nor can it contain your User ID within the password.  You must also insert your government e-mail address if you have one.  If not, make sure you enter your organizational mailing address and your DSN or commercial telephone number, including area code.

If you have successfully created your User ID and password, another screen will appear telling you that your transaction was successful.

	PRIVATE
POE Account Created Successfully:

	Your account was created successfully. You must now use your new User ID and Password to login. 

	Click here to login.


The next screen will appear and you will now type in your User ID and Password; you are no longer a “first-time user”.  Then click “Continue”

Top of Form 1

	PRIVATE
Point of Entry (POE) Login:

	User ID:
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	Password:
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Continue




	PRIVATE
Create New Point of Entry (POE) Account:

	If you are a first-time user you must create a POE account to continue.

	Click here to create a new POE account.


Bottom of Form 1

The following screen will then appear and you need to click on “Click Here to Continue”.

	PRIVATE
POE Login Successful:

	Your login was successful.


	Click Here To Continue


The next screen that appears is below.  At this point, you want to select an application, which means you will click on “Army EBIS”.  The only time you would choose the POE Account Maintenance portion of the screen is when you want to change your POE account password.

	PRIVATE
POE Account Maintenance

	Select:

	PRIVATE
Change POE Account Password


	PRIVATE
POE Main Menu

	Select an application:

	PRIVATE
Application

	ArmyEBIS


CONGRATULATIONS!! - You are finally in the EBIS system and can go into any of the general information screens.  If you want to access any of your personal data or conduct a personnel transaction, you will then have to enter your SSN and your six digit PIN (screen pictured below) which you should have already created.  Regretfully, you will need to reenter your SSN and PIN every time you move between modules containing personal data.

	PRIVATE
Enter Your Social Security Number (SSN):
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	Enter Your Army Benefits Center (ABC) Personal Identification Number (PIN):
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Submit
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Reset




I know this seems aggravating and time consuming, but it is all done to protect your data in the automated system.  I’m now going to list some common misconceptions and issues which have been raised in the customer surveys and try to clear up some of the confusion out there.

Q:  I just received my PIN in the mail but it doesn’t work in the ABC system!  What’s wrong with this thing???

A:  If you got it in the mail, it wasn’t your ABC PIN or POE or Password.  It may have been your PIN for the new DFAS system, Employee/Member Self-Service (E/MSS).  It cannot be used on our system, nor can our PIN be used on the E/MSS system!

Q:  I tried to change my TSP deductions using my TSP PIN but it didn’t work!  Why not?

A:  Your TSP PIN is a four digit PIN assigned by the TSP Thrift Investment Board and mailed to you.  It can only be used on the TSP web site at http://www.tsp.gov to move your current balances around from fund to fund (called an Interfund Transfer allowed 12 times a year).  It cannot be used to change your future allocation/contributions.  That can only be done currently through the ABC-C IVRS or EBIS systems during the two open seasons a year.

Q:  Why do I need a User ID and password when I already have a PIN to access ABC-C?

A:  Many employees expressed concern over the security of their personal data on the web.  The DoD security regulations required additional security and this is, after all, a DoD system!

Q:  I wanted to look at my designations of beneficiaries on file and could not find it anywhere in the system.  How can I do that?

A:  Designations of beneficiaries is not something that is handled in our automated systems because of the legal requirements for original signatures on these forms.  You should have copies of all your designations, but if you don’t, you’ll have to ask your local CPAC to get copies of them from your OPF.

Q:  Why can’t I change my exemptions on this system?  I thought it covered all personnel issues?

A:  That is a finance or payroll function and not a personnel function.
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