CUSTOMER GUIDE

INFORMATION SERVICES DIVISION

The following guidance is provided to the customers serviced by the South Central Civilian Personnel Operations Center (SC CPOC).

CPAC Automation POC: It is important that each CPAC have at least one person identified as an automation POC.  This POC serves as an important communications link between the CPOC and the installation’s serviced community in the areas of:

· Notification of outages, changes, and similar issues.

· Validation of users for adding, deleting, or changing user accounts.

· Validation of users for password reset or lockout issues.

Email is the preferred means of communication to report problems.  Advantages of email are:

· It provides a record of the communication

· It ensures a degree of validation as to who is making requests that involve access to the personnel databases.

· It facilitates construction of feedback by use of email features such as reply, forward, and copy.

HOURS OF OPERATION:

· CITRIX connectivity, Modern Defense Civilian Personnel Data System (MDCPDS), the Customer Support Unit (CSU) and the Business Objects Application (BOA) will be accessible from 0500 hrs Monday through 0500 hrs Sunday of each week.  Beginning 0500 hrs Sunday to 0500 hrs on Monday these systems will not be available so that patches can be applied and maintenance and backups can be performed.

· If any of the above systems need to be brought down during normal availability times, an email note will be sent to all Civilian Personnel Advisory Center (CPAC) Automation Point of Contact (POC) with as much advance notice as possible.

· The Help Desk will be available between the hours of 0700-1600 hrs Central Time (Monday-Friday).

USER ACCOUNT ESTABLISHMENT AND CHANGES:

· CITRIX, MDCPDS, and CSU accounts:

NEW ACCOUNTS:

· All new managers, supervisors, resource managers, administrative support personnel and CPAC personnel who need access to these systems must complete the following forms:

· SC-CPOC MDCPDS User Registration Form, SC-CPOC, ISD Form 1, dated 1 Mar 02 (Encl 1)

· System Access Nomination and Authorization Request Form, SANAR Format dated 3 Jan 02 (Encl 2).

· Managers, supervisors, resource managers and administrative support personnel must submit these forms to the CPAC automation POC.  The POC will then review the forms for completeness and validity and fax them to the SC CPOC at DSN 746-4835 or COMM (256) 876-4835.  Once the account(s) are built, the SC CPOC Functional Automation Branch will send an email message to the CPAC automation POC providing the access information for the user.

ADDITIONS AND CHANGES TO ACCOUNTS:

· Managers, supervisors, resource managers, administrative support personnel and CPAC personnel who need to make any additions or changes to CITRIX, MDCPDS, CSU or BOA accounts must complete the SC-CPOC MDCPDS User Registration Form, SC-CPOC, ISD Form 1, dated 1 Mar 02 (Encl 1) listing the complete information desired.  For example, if the organizational access was originally EAW0U4AA% for a user, and now another organization is being added such as EAW1DFAA%, then both organizations must be listed on the new form NOT just the additional organization access.

· Managers, supervisors, resource managers and administrative support personnel must submit these forms to the CPAC automation POC.  The POC will then review the forms for completeness and validity and fax them to the SC CPOC at DSN 746-4835 or COMM (256) 876-4835.  Once the account(s) are built, the SC CPOC Functional Automation Branch will send an email message to the CPAC automation POC providing the access information for the user.

DELETION OF ACCOUNTS:

· When a manager, supervisor, resource manager or administrative support person departs the installation, it is the responsibility of the CPAC automation POC to submit the SC-CPAC MDCPDS User Registration Form, SC-CPOC, ISD Form 1, dated 1 Mar 02 (Encl 1).  The block named under item 1, Type of Request:, "Inactive Accounts(s)…" should be marked.  This form should then be faxed to the SC CPOC at DSN 746-4835 or COMM (256) 876-4835.

· Accounts that have not been initially used within 3 months of being established will be deleted.

· Accounts that have been inactive for one year will be deleted.

PLACING NEW CPAC EMPLOYEES ON THE CPOC GLOBAL EMAIL ADDRESS LISTING:

· The CPAC automation Point of Contact (POC) will forward, by email to the SC CPOC Help Desk at helpdesk@cpocscr.army.mil, the name and phone number of new CPAC employees.  The name and phone number will be added to South Central’s global address list. 

RESOLVING AUTOMATION PROBLEMS:

UNLOCKING AND RESET OF PASSWORDS FOR ACCOUNTS:

· If a user becomes locked out of their CITRIX, MDCPDS, CSU or BOA account, the user needs to contact the CPAC automation POC.
· The CPAC automation POC will then email the SC CPOC Help Desk at helpdesk@cpocscr.army.mil stating the system or application the user is locked out of (such as CITRIX, MDCPDS, etc.) and the full user id of the user to be reset.
· The SC CPOC will then reply back to the CPAC automation POC when the account has been reset.
· Telephone calls to the SCCPOC helpdesk are acceptable as an alternative if email is not available.
PROBLEM REPORTING:

· If users experiences any hardware, software, or connectivity problems associated with CITRIX, MDCPDS, CSU or BOA, they should contact the CPAC automation POC for resolution.
· The CPAC automation POC should determine the nature and scope of the problem.  Based on the issues involved, the CPAC automation POC should contact the local information management support activity, or contact the SC CPOC Help Desk via email at helpdesk@cpocscr.army.mil .  If email is not available, the SC CPOC Help Desk can be contacted by telephone between the hours of 0700-1600 Central Time (M-F) at DSN 897-0849 or COMM (256) 313-0849. 

· Any known problems with power outages, connectivity or system downtimes will be communicated from the SC CPOC to the CPAC automation POC via email when feasible or telephonically when email is not possible.

· Installation instructions for CITRIX are attached (Encl 3) to this guide to aid the CPAC automation POCs with questions they may have on installation and configuration issues concerning this program.
MISROUTED REQUESTS FOR PERSONNEL ACTION:

Users should be periodically reminded that misrouting of personnel actions can not be resolved by a third party, such as the CPAC or the CPOC.  Such an action involves the destruction of an individual user’s password with the attendant possibility of compromise and violation of security features built into MDCPDS.

· If a user misroutes a Request for Personnel Action (RPA), they should contact the CPAC automation POC.
· If the CPAC automation POC can determine through tracking reports that the RPA was routed to another user on the same installation, the POC contacts the other user and requests that the RPA be returned to the individual who originally misrouted it.
· If the CPAC automation POC cannot determine the identity of the person to whom the RPA was misrouted, they should contact the SC CPOC Help Desk via email giving the RPA number and the userid of the original user who misrouted the RPA.
· The SC CPOC will research the identity of the userid to which an RPA has been misrouted.  If the userid is on the same installation, the CPAC automation POC will be advised.
· If the userid to which an RPA has been misrouted is at another installation, the SC CPOC will forward an email to the CPAC automation POC at that installation.  The email will identify the RPA number and the user to which an RPA has been misrouted, and requesting that the user be contacted and instructed to re-route the misrouted RPA back to the user who originally misrouted it.
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