	DCPS USER SECURITY ACCESS QUESTIONNAIRE

	PART I: To be completed by the payroll office or CSR supervisor.  All entries must be typed or printed legibly.  (See reverse for instructions.)  NOTE: For a new user, also submit a Remedy Client Information Form.

	Employee Name:


	Employee SSN:


	Home Activity:


	Phone (work):


	E-mail Address (work):



	Background Investigation:

NAC/NACI (Y/N):
Date completed:

Waiver (Y/N):
Date approved:
	Site Activity:
	Site Indicator:
	Printer ID:

	Requirement Type:

(check one)
	Database:

(circle one)
	User Indicator: (circle one)
	AUTHorization Type:
	AUTHorization Number:

	
New user


Change user*


Delete user*


Add site*


Delete site*

*Enter User ID:


	CP1

OMA

ZFA

ZFR

ZGT

ZKA

ZKE

ZL0
	E
-Customer Service Rep (CSR)
M
-
MER Clerk (non-SF50)
CSR Group or “All”




P
-
Tables Update
Leave blank




V
-
View-only
CSR Group or “All”

T
-T&A Clerk
T
-
T&A-related 
T&A Group or “All”

B
-
Combined Duties Rep (CDR)
M
-
MER Clerk (non-SF50)
CSR Group or “All”




P
-
Tables Update 
Leave blank




T
-
T&A-related 
T&A Group or “All”




V
-
View-only 
CSR Group or “All”

C
-
T&A Certifier
C
-
T&A Certification 
Act or Act/Org Code

P
-
Personnel (HRO) User
M
-
MER Update (SF50) 
CSR Group or “All”




V
-
View-only 
CSR Group or “All”

D
-
Remote Disbursing Officer
D
-
RDO Report Printing 
Leave blank

V
-
Accounting Technician
J
-
Accounting-related 
Leave blank



	Action Codes
	

	A – Add

C – Change

D – Delete
	

	Action Code
	AUTH Type
	AUTH

Number
	Action

Code
	AUTH

Type
	AUTH

Number
	Action Code
	AUTH

Type
	AUTH

Number

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Terminal User Responsibilities

1) Memorize your password, do NOT write it down.  2) This user ID is for your use only, do NOT divulge it to anyone.  Protect your keyboard and screen while entering your password.  3) Use your user ID and password only.  4) Do NOT leave your terminal unattended while logged into DCPS.  5) If your password is compromised, notify your Terminal Area Security Officer (TASO) immediately. If you do not have a TASO, notify the DCPS Customer Contact Center.  6) You are responsible for maintaining your password.  Initial passwords for all new accounts are issued in an expired state and must be changed during your initial logon.  Passwords must contain eight alphanumeric characters and are valid for a maximum of 90 days.  Do NOT create passwords using personal information (e.g., family name, pet name) or words uniquely identifiable to you (e.g., hobby, favorite sport).  7) This account is issued for the performance of official duties only; any other use is strictly prohibited.  8) All DCPS production data contains sensitive unclassified information that is subject to protection from disclosure under the Privacy Act of 1974.  All hardcopy or other output containing such data must be safeguarded and disposed of properly.  9) Provide your TASO or Payroll Office Security Officer a copy of this form.  10) Actions taken via your login ID are subject to being monitored and will be logged.  11) By signing this questionnaire, you accept the terminal user responsibilities and understand your security obligations.  Violations may be subject to disciplinary action.

	Employee Signature/Date:


	Supervisor Signature/Date:

	PART II.  To be completed by the authorizing official.

	User ID Assigned: 
	Actions Completed:


ACF2
Date:



DCPS
Date: 
             
	Notification Information:

Name:

Date: 
	Authorizing Official:

Signature:

Date:


PRIVACY ACT STATEMENT

Section 293 of Title 5 to the U.S. Code authorizes the collection of this information.  The information will be used to accomplish an official purpose or carry out an assigned program.  The primary purpose of this form is to provide data for control of access to DCPS facilities.  Furnishing the information on this form is voluntary.

However, failure to do so will result in denial of access to DCPS in accordance with the DOD ADP Security Program.  NOTE:  This form, when completed, contains Privacy Act or other sensitive data that must be properly safeguarded.  This form may be reproduced in blank form only.

	DCPS USER SECURITY ACCESS QUESTIONNAIRE INSTRUCTIONS

	REQUESTING A NEW USER ID, CHANGING EXISTING USER ACCESS RIGHTS, AND DELETING AN EXISTING USER ID:

1.
Enter the employee’s full name in the Employee Name block.

2.
Enter the employee’s social security number in the Employee SSN block.

3.
For User Indicator E, T, B, P, or D, enter the activity code of where the employee is located in the Home Activity block; otherwise, enter “000000.”

4.
Enter the employee’s DSN number in the Phone (work) block.  If no DSN available, enter the employee’s local work number (including area code).

5.
Enter the employee’s work e-mail address in the E-mail Address (work) block.

6.
Perform one of the following options in the Background Investigation block.

· Enter “Y” in the NAC/NACI field if the employee’s background investigation is complete and the date the investigation was completed in the Date completed field.  If the background investigation is not complete, enter “N” in the NAC/NACI field.

· Enter “Y” in the Waiver field if the employee has a background investigation waiver on file and the date the waiver was approved in the Date approved field.  If no waiver is on file, enter “N” in the Waiver field.

7.
For User Indicator E, T, B, P, or D, enter the activity code of the employing activity for which the employee will have access rights in the Site Activity block; otherwise, enter “000000.”

8.
If the Site Activity is divided into physical locations, enter the two-position site indicator for which the employee will have access rights in the Site Indicator block; otherwise, enter “00.”

9.
Enter the identification number of the printer to where reports the employee requests will be printed in the Printer ID block.

10.
In the Requirement Type block, place a check next to the New user, Change user, or Delete user field, as appropriate.  If you are changing an employee’s access rights or deleting an employee’s user ID, enter the employee’s user ID beneath the Enter User ID field.

11.
In the Database block, circle the database the employee will be accessing.  (NOTE: Fill out a separate form for each database the employee will be accessing.)

12.
In the User Indicator block, circle the appropriate user indicator of the employee.  (NOTE: Refer to Authorization Type for specific functions the employee can perform.)

13.
Enter an action code (A, C, or D) in the Action Code block.

14.
Enter one of the following authority types in the AUTH Type block: (All authority types are authorized to view broadcast messages.)

· Valid authority types if User Indicator is “E” (CSR):

· M – MER Clerk (non-SF50).  Authority to input non-SF50 employee data, input leave-related data, access CSR online inquiries, print CSR reports, and print In Lieu of Leave and Earnings Statements.

· P – Tables Update.  Authority to access CSR online inquiries and maintain local tables.

· V – View-only.  Authority to access CSR online inquiries and print CSR reports.

· If User Indicator is “T” (T&A Clerk), enter “T” (T&A-related).  Authority to input and view T&A-related data and print T&A reports.

· Valid authority types if User Indicator is “B” (CDR):

· M – MER Clerk (non-SF50).  Authority to input non-SF50 employee data, input leave-related data, access CSR online inquiries, print CSR reports, and print In Lieu of Leave and Earnings Statements.

· P – Tables Update.  Authority to access CSR online inquiries and maintain local tables.

· T – T&A-related.  Authority to access CSR online inquiries, input and view T&A-related data, and print T&A reports.

· V – View-only.  Authority to access CSR online inquiries and print CSR reports.

· If User Indicator is “C” (T&A Certifier), enter “C” (T&A Certification).  Authority to certify T&A, input and view T&A-related data, and print T&A reports.

· Valid authority types if User Indicator is “P” (Personnel [HRO] User):

· M – MER Clerk (SF50).  Authority to input SF50 employee data.

· V – View-only.  Authority to access online inquiries.

· If User Indicator is “D” (Remote Disbursing Officer), enter “D” (RDO Report Printing).  Authority to print remote disbursing office reports.

· If User Indicator is “V” (Accounting Technician), enter “J” (Accounting –related).  Authority to input activity-, organization-, and employee-level accounting classifications and view employee locator and view accounting activity address.

15.
Refer to the form for valid entries for the AUTH Number block.

16.
Repeat steps 13-15 for each authority type/authority number.

17.
Have the employee read the Terminal User Responsibilities and Privacy Act Statement sections, and ensure the employee understands his/her responsibilities.

18.
Have the employee sign and date the form in the Employee Signature/Date block.

19.
You, the supervisor, sign and date the form in the Supervisor Signature/Date block.

20.
Submit the form to the authorizing authority.

ADDING A SITE ACTIVITY: (NOTE: A user can have access rights for a maximum of five site activities.)

1.
Perform steps 1 and 2, above.

2.
Enter the site activity code to be added in the Site Activity block.

3.
Enter the site indicator to be added in the Site Indicator block.

4.
In the Requirement Type block, place a check next to the Add site field, and enter the employee’s user ID beneath the Enter User ID field.

5.
Perform steps 13-16 and steps 18-20, above

DELETING A SITE ACTIVITY:

1.
Perform steps 1 and 2, above.

2.
Enter the site activity code to be deleted in the Site Activity block.

3.
In the Requirement Type block, place a check next to the Delete site field, and enter the employee’s user ID beneath the Enter User ID field.

4.
Perform steps 18-20, above.
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