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4. Implementation of this policy should be coordinated with
Civilian Personnel Advisory Centers (CPACs) to ensure labor-
management obligations, as determined locally, are satisfied.

5. The TRADOC point of contact for this action is Mrs. Mary
Campbell, DSN 680-4047/commercial (757) 727-4047, E-mail:

mary.campbell@monroe.army.mil.

FOR THE COMMANDER:

€puty Chief of Staff
for Information Mgnagement
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(4) Generate logs of IP usage (source and destination
points) to determine use and abuse of network resources and
generate aggregate telephone logs (organization, activity,
building, installation, etc.) to determine telephone usage (use
and abuse).

(5) Conduct vulnerability analysis/systemic examination
of an information system to determine the adequacy of security
measures and identify security deficiencies, but may not attempt
penetration of any network or system (AR 380-19, Appendix G).

d. Systems Administrators(SA)/Network Managers (NM) :

(1) SA/NM roles, responsibilities and limitations are
specified in AR 380-19 (Appendix G, G-1 and G-2).

(2) If abuse, misuse, or illegal activity is suspected,
SA/NMs will turn over their findings to the proper authorities
or appropriate supervisory level, and the Information Systems
Security Manager.

(3) Are subject to the same limitations and have the
same authorizations given to Directors of Information Management
in paragraph 3c of this policy.

(4) Are subject to any further ISS policy restrictions
established by the Director of Information Management and
Information Systems Security Manager for installation-wide
application.

e. Installation Commanders: The installation commander is
responsible for all information systems under their control.
The installation commander may request the Army Computer
Emergency Response Team/Land Information Warfare Activity
(ACERT/LIWA) conduct vulnerability assessments through attempted
penetration IAW AR 380-53.
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(3) Among other actions, supervisors in the rank of
major or above, or the grade of GS-13 or above, may seize a
government information system assigned to a subordinate or may
suspend a subordinate’s user privileges. The supervisor may do
so 1f he or she suspects the subordinate has misused, abused, or
engaged in criminal acts related to the system.

(4) Supervisors may only open an employee’s data files
under the special limited conditions outlined in AR 380-19
(Appendix G, G-1b(l), G-1lc, or G-2b).

(5) Only a supervisor in the rank of lieutenant colonel
or above, or the grade of GS-14 or above, in the employee’s
chain-of-command, may authorize an individual to open another
employee’s data files. (AR 380-19, Appendix G for further
limitations of this authority).

(6) Supervisors may require employees to sign a
document stating that they understand the rules and requirements
for proper use of passwords, E-mail, Internet, information
systems, and communications devices required in the performance
of their duties. Supervisors may also require users to complete
Information Systems Security (ISS) user awareness training.

c. Directors of Information Management may:

(1) Restrict network access (specifically including
Internet) when it interferes with system performance required
for official business, IAW reference lc (Appendix G-1).

(2) Revoke user network privileges on installation
network resources (e.g., E-mail and Internet), in coordination
with the employee’s supervisor at or above the grade of GS-13 or
rank of major. The installation commander is the ultimate
authority in cases of dispute.

(3) Block Internet Protocol (IP) addresses, manage
networks, determine sources of bandwidth drain and/or
bottlenecks, take appropriate action (inactivate or disconnect
devices), and trace questionable activity down to a single
device or user.
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3. Policy.
a. Users.

(1) TRADOC personnel will use government-owned
information systems in accordance with (IAW) references la - g.
Personnel will use these resources for official and authorized
purposes only. Unauthorized use may result in revocation of
user access to systems or services, administrative or
disciplinary actions, and/or punitive actions under the Uniform
Code of Military Justice or the United States Code.

(2) TRADOC personnel do not have a right or expectation
of privacy while using government-owned information systems or
services, including Internet access. All TRADOC personnel, who
use government-owned computer systems consent to monitoring in
accordance with applicable regulations, directives, and laws.

(3) TRADOC personnel have a duty to protect and
conserve government information systems. TRADOC personnel who
discover unauthorized or illegal use of government information
systems have an obligation to report the misuse to the
appropriate authorities, i.e., supervisor, Information Systems
Security Officer, Information Systems Security Manager, law
enforcement (ref 1lb, Section 2635.101Db).

b. Supervisors:

(1) Supervisors are responsible for enforcing proper
use of government information systems by their subordinates.
Supervisors in the rank of major or above, or the grade of GS-13
or above, may authorize employees to use government information
systems for limited personal use IAW applicable regulations,
directives, and laws (ref la, b, ¢, and e).

(2) Supervisors, who possess evidence of misuse, abuse,
and/or criminal acts related to government information systems,
shall report the incident to the chain-of-command, and, as
necessary, seek advice from information security personnel,
legal advisors, and/or law enforcement personnel.
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MEMORANDUM FOR

Commanders, TRADOC Installations

Commander, U.S. Army Recruiting Command, 1307 3¥d Avenue, Fort
Knox, KY 40121-2726

Commander, U.S. Army Cadet Command, Fort Monroe, VA 23651-5000

Commander, U.S. Army Nuclear and Chemical Agency, 7150 Heller
Loop Suite 101, Springfield, VA 22150-3198

Chiefs and Special Staff Offices, HQ TRADOC

SUBJECT: Use of Information Systems

1. Refefences:

a. Department of Defense (DOD) 5500.7R, Joint Ethics
Regulation (JER).

b. Title 5 CFR 2635.

c. AR 380-19, Information Systems Security.
d. AR 380-53, Information Systems Security Monitoring.
e. TRADOC Regulation 25-70, Network Services.
f. Manual for Courts—Martial,ll998 Edition.
g. AR 690-700, Personnel Relations and Services.
2. Purpose. To provide consolidated guidance on the use of
information systems (e.g., computers, networks, software

applications, office automation equipment) and the ramifications
of misuse.




