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APPENDIX L1
Security Features User’s Guide

L1.1
Introduction.


The purpose of this Security Features User’s Guide is to explain the common security features of the modern Defense Civilian Personnel Data System (DCPDS).  This Guide provides system users with information on how to log onto the modern DCPDS and how to handle typical error conditions resulting from the system’s security features.  Additionally, it explains the user’s role in maintaining the security of the system.  Its scope is limited to documenting only the features available to all users and only the responsibilities that all users have for system security.  The Trusted Facility Manuals for the Defense Civilian Personnel Data System address all HP-UX Operating System, Windows NT, Oracle Human Resources (HR), and Oracle7 Relational Database Management System (RDBMS) software security features and procedures.  The Trusted Facility Manuals are written for the modern DCPDS System Administrators and Information System Security Officers.

L1.2
An Overview of Security.


Security for the modern DCPDS is centered around the security built into the Oracle HR application, and the security built into the structure of the database as enforced by the implementation of “roles and views.”  Your access to the system is based on providing you with only those system privileges needed for your assigned tasks (least privilege concept).

L1.2.1
Why Security is Important.


The modern DCPDS database contains personnel data that, according to Operational Requirements and the DoD Directive must be safeguarded.  The following paragraphs describe the sensitivity of the data processed by the modern DCPDS and the criticality of the system.


Data Sensitivity:  The functional owners of the information processed, stored, and transmitted by the modern DCPDS have determined that the data is Sensitive Information
 as defined by NCSC-TG-004.


Criticality:  The criticality of a system is a measure of the importance of the mission supported by the system and length of time the system can be out of operation before the loss of the system results in an unacceptable operational impact.  CPMS has identified that the modern DCPDS is a Group III system meaning the loss of system functions would not have an immediate effect on direct mission support during wartime operations.  

L1.2.2
Your Security Responsibilities.


Your responsibilities with respect to properly using the modern DCPDS security features are:



(1)
Attend the initial security training as coordinated by your ISSO, prior to accessing the modern DCPDS.  Participate in the security awareness program and in the annual refresher security training provided by your ISSO.



(2)
Learn and follow the security guidance provided by the modern DCPDS Security Policy, other applicable security directives and local operating instructions.  Only use your access privileges for the intended purpose.  Abuse of access privileges will result in access removal.  All employees must have a copy of these operating instructions.



(3)
Protect modern DCPDS data and resources from unauthorized disclosure, modification, or deletion.  Do not give unauthorized persons the telephone numbers of the modern DCPDS dial access modems.  Dial-in modems should not be connected to the system unless absolutely necessary and validated as part of the system.  Protect storage media as sensitive information  -  For Official Use Only or Privacy Act.  When not in use, store removable media in lockable containers.  Secure your office after duty hours and during periods when the office is unmanned.  Make backup copies of your work and protect the media appropriately.  Mark and protect sensitive-unclassified output appropriately. 



(4)
Protect your password as For Official Use Only (FOUO).  Your password is considered to be sensitive-unclassified information and is not to be shared with anyone.  Change your password when instructed by the system; you have no choice not to change the password.  Failure to change the password when directed will result in lockout from the system.  If you feel that your password has been compromised, change it immediately and notify your ISSO.



(5)
DoD requires anti-viral software be used on all government owned equipment.  Use the anti-viral software installed on your system to scan all files from external sources and disks prior to initial use.  Scan all software for viruses prior to initial use.  Do not install or use privately owned, personally developed, public domain, or shareware software on your system without prior authorization.  Notify your ISSO of all suspected or confirmed virus attacks.



(6)
Log out of Oracle HR when you leave your workstation unattended for an extended period of time.  Alternatively, turn on the automatic password protected screen-saver or lock screen capability so that the screen saver activates when the system is left unattended. 



(7)
Protect from unauthorized view the entry of your password or the display of sensitive-unclassified data on your workstation.  Do not write your password down.  You may be held responsible for the actions attributed to the misuse of your password.



(8)
Comply with your site’s security policies on use of the Internet (WWW), downloading of files, and e-mail. 



(9)
Do not modify or change the hardware or software configuration of your workstation by adding unapproved hardware or software.  Do not bypass any surge protection or power line conditioning devices installed on your system.



(10)
Do not download unapproved or personally owned software to your PC except where authorized and pre-approved by the ISSO. 



(11)
Notify your ISSO of any security vulnerabilities associated with the operation and use of the modern DCPDS (e.g., the system grants you access to information which you are not authorized).



(12)
Comply with local policies concerning smoking, eating, and drinking around government computers.



(13)
Notify your ISSO and/or supervisors when you will be away from your office for more than 30 days.  Supervisors must notify the ISSO when an employee no longer requires access to the modern DCPDS so system and database access can be removed. 



(14)
Address all security related questions to your Supervisor or ISSO for resolution.  To properly purge or clear storage media, consult with your ISSO.



(15)
Notify your ISSO of all suspected or confirmed intrusion attempts (i.e., hacker attacks).  When the system displays the last date, time, and location at which your UserID was used; make sure it is correct!  When the system advises of unsuccessful logins since your last session, ensure that it was you and not someone attempting to use your User Name/Password combination.

L1.2.3
The Security Officer’s Role in Security.


The ISSO is the Security Officer and is responsible for the security of all modern DCPDS database and application servers.  The ISSO monitors user activity to ensure proper compliance with applicable security regulations and security guidance.  The ISSO performs initial evaluation of security problems.  The ISSO conducts security training, reviews proposed configuration changes for security implications and documents security vulnerabilities and incidents.

L1.2.4
The Security Administrator’s Role in Security


The Oracle HR security administrator creates new Oracle HR  accounts.  Oracle HR security administrators also monitor user activity, update user account information, review audit logs, and check for expired passwords. 

L1.3
Security Related Commands and System Access.


This section describes the commands and procedures you must follow in order to use the modern DCPDS in a secure manner.  Described are the usage of the commands for Oracle HR Logon and for managing your password.

L1.3.1
Logging into Oracle HR the First Time.


1.
Contact your supporting ISSO or Oracle HR administrator to have your user account established and to have the necessary Oracle software installed on your workstation.  The ISSO or Oracle HR administrator will provide you with a UserID and an initial password.
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The Oracle HR program group.
2.
At your workstation, double-click the Oracle HR icon.

[Editor Note:  This figure will be updated to display the modern DCPDS user program group when available]
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3.
The Oracle Applications welcome banner is displayed while application software is loaded to your workstation.




4.
Once software is loaded, the modern DCPDS logon screen will appear.

5.
With the cursor positioned in the User Name block enter your User Name as provided by your ISSO.

6.
Use your tab key to move to the Password block.




7.
Enter your initial  Password as provided by your ISSO in the Password block.

8.
Single-click the Connect button.
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9.
If you entered your password correctly the system will respond with a warning message advising that your Password has expired.

10.
Single-click the OK button.
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11.
The system responds with a Password Update screen.  The cursor is positioned in the Old Password block.  Enter your Password as provided by the ISSO.

12.
Use tab key to move to the New Password block.  Enter a new password in the space provided.  Remember, passwords are to be eight (8) to ten (10) characters in length, alphanumeric, and not a dictionary word.

13.
Use your tab key to move to the Re-enter New Password block.  Re-enter your new password.

14.
Single-click the OK Button.
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15.
Upon successful logon, the system displays the Oracle responsibilities screen.  Refer to the Oracle HR User’s manual for specific operating procedures.

[Editor Note:  User responsibility screen not available at time of publication.  Figure will be changed to display the responsibilities seen by the user when available.]

L1.3.2
Changing Your Password.
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User passwords expire after 90 days.  An email message will be sent after 85 days to remind the user to change their password.  Failure to change the password prevents the user from accessing the database.

1.
Single-click Special on the Oracle Application Main Menu.  The Special Actions Pull Down Menu appears.

2.
Single-click Change Password.  The Password Update screen appears.

3.
The cursor is positioned in Old Password Block.  Enter your old Password in the space provided.
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4.
Use tab key to move to New Password block.  Enter your new password in the space provided. Remember, eight (8) to ten (10) characters in length, alphanumeric, and not a dictionary word.

5.
Use tab key to move to the Re-enter New Password block.  Re-enter your new password.

6.
Single-click the OK Button. Your new password has been established.

L1.3.3
Common Errors and System Information Messages.
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Cause:
Valid user name but invalid password entered during logon.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter the password associated with this User Name.
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Cause:
User Name incorrectly entered during logon.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter your User Name.
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Cause:
1.
[return] or [enter] key depressed after entering character string in Old Password block. Or, 

2.
A character string less than 8 or greater than 30 characters entered in New Password and Re-enter New Password blocks.  At present, Oracle accepts passwords greater than 10 characters, so this message will not appear until one of 30 characters is entered.  DoD policy is to limit passwords to 10 characters, and this has been expressed to Oracle.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter the Password.
3.
Use tab to move between fields in the Password Update screen.
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Cause:
1.
[return] or [enter] key depressed after entering character string in New Password block.

2.
Character string in New Password block does not match character string in Re-enter New Password block.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter your new password in New Password and Re-enter New Password.
3.
Use tab to move between fields in the Password Update screen.
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Cause:
Valid user name but invalid password entered 3 times during logon.

Corrective Action:
1.
Single-click the OK Button.
2.
Oracle Logon screen closes.
3.
Attempt logon a second time.
4. 
Contact your System Administrator or ISSO if message is received a second time.
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Cause:
Character string entered in Old Password block is not valid for this User Name.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter your password in the Old Password block.
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Cause:
1.
You entered an initial log-on password. Or,

2.
Your User password has expired.

Corrective Action:
1.
Single-click the OK Button.
2.
Password Update screen appears. 
3.
Complete the Password Update screen as directed.
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Cause:
The character string entered as your new password in the Password Update screen is the same as your existing password.

Corrective Action:
1.
Single-click the OK Button.
2.
Re-enter your new password in the blocks provided ensuring that the new password is not equal to the old password.
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Cause:
You or someone else has attempted to logon to the system using an invalid password for your User Name.

Corrective Action:
1.
Single-click the OK Button
2.
Contact your ISSO or system administrator if you do not recall experiencing a failed logon attempt the last time you logged onto the modern DCPDS.  Your ISSO or system administrator will advise if a password change is required.

L1.3.4
Password Expiration Message.


Passwords for the modern DCPDS expire after 90 days.  Oracle HR forces the user to change their password when this expiration date is reached.  Users are provided a warning message via e-mail five days prior to this expiration.  The password expiration message is shown in Figure 1.

From: 
Oracle Alert

Sent: 
Tuesday, November 26, 1996 8:10 AM

To: 
Smith, B

Subject: 
Password Expiration

PASSWORD EXPIRATION WARNING MESSAGE
ORACLE/ORACLE HR

Warning!  USER, your ORACLE HR password will expire in five days.  Please change it when you next login.

Also, if you have one, don't forget to change your ORACLE RDBMS password as well.

Figure 1:  Password Expiration Message
L1.4
Technical Security Features.


Overall security for the modern DCPDS is centered around the security built into the Oracle HR application, and the security built into the structure of the database as enforced by the implementation of “roles and views.”  Access is approved for authorized users based on the “least privilege” concept and “need-to-know” to support the user’s specific job requirements.

L1.4.1
Security Mode of Operations.


Based on the sensitivity of the information processed by the modern DCPDS, a System High security mode of operation is required.  In System High mode, all system users have sufficient security clearances and category authorizations for all data, but some users do not have a need-to-know for all information in the system.

L1.4.2
Level of System Assurance.


While the data in the modern DCPDS is not classified, it is still sensitive data, and subject to Privacy Act restrictions.  Therefore, access is restricted to those who have a need-to-know.  The modern DCPDS must meet a Class C2 level of system assurance.  The minimum security features required to meet the C2 criteria include discretionary access controls, object reuse, identification and authentication, and audit.  In addition, supporting security testing and documentation must be accomplished to provide assurance that the above security features have been successfully implemented.

L1.4.3
Philosophy of Protection.


a.
The Security Requirements and Requirments Traceability Matric (see Appendix D of the modern DCPDS SSAA) documents the operational security policy for the modern DCPDS.  It implements the security policy instructions for a Class C2 system as outlined in DoD 5200.28 STD, Department of Defense Trusted Computer System Evaluation Criteria, and NCSC-TG-005, Trusted Network Interpretation, to the operational requirements of the modern DCPDS.  It details how the risk of operating this system will be minimized by the coordinated implementation of the specialized disciplines of personnel security, physical security, operations security (OPSEC), computer security (COMPUSEC), information security (INFOSEC), and communications security (COMSEC).  It also outlines the minimum security requirements for systems or networks interfacing with the modern DCPDS.


b.
The following subparagraphs provide an overview of how the modern DCPDS satisfies the minimum security features of discretionary access control, object reuse, identification and authentication, and audit required to meet the C2 criteria.

L1.4.3.1
Discretionary Access Control.


a.
Discretionary access control is a means of restricting access to data and programs based on the identity of the person and/or groups to which the person belongs.  The controls are discretionary in the sense that a person with a certain access permission is capable of passing that permission on to any other person.  Within the modern DCPDS, Oracle HR implements discretionary access control through an access control methodology referred to as “roles and views.”  In its simplest context, each system user is assigned one or more “roles” (e.g., assignment clerk, functional manager, system administrator, Civilian Personnel Office Chief, or ISSO).  Each role has one or more associated “views” of the personnel elements located in the database.  Each view contains one or more database data elements.  Oracle HR refers to these “roles” as responsibilities.  Your responsibilities (i.e., roles) are displayed when you log onto the system.


b.
As a system user you are assigned “roles and views.”  These views limit your access to the data required to do your job.  Discretionary access control as implemented by roles and views supports the concept of need-to-know.

L1.4.3.2
Object Reuse.


a.
Object reuse is the reassignment of medium, such as a disk sector or a memory location, from one person or process to another person or process when the original person or process no longer has a requirement for the disk sector or memory location.  In other words, when a disk sector is released by the modern DCPDS, the disk sector is cleared such that a disk utility can not be used to extract previously stored information.  To be securely reassigned, such medium must contain no residual data from the previous person or process.


b.
For the modern DCPDS, secure object reuse is a security consideration enforced by the database and operating system of the application server.  Secure object reuse is not a user concern.

L1.4.3.3
Identification and Authentication.


a.
Identification is the process that enables the system to recognize a system user.  For the modern DCPDS, identification is accomplished by way of a unique machine-readable user name.  Authentication is the process of verifying that the system user is who they claim to be.  For the modern DCPDS, authentication is accomplished by way of a unique machine-readable password.


b.
As a system user you have a modern DCPDS user name which identifies you as a specific system user who has been assigned specific “roles and views.”  Your associated password authenticates that you are who you claim to be.  Protection of your password is one of your most important security responsibilities.

L1.4.3.4
Auditing.


a.
An audit trail is the creation of a chronological record of system activities that is sufficient to enable the reconstruction, review, and examination of the sequence of events and activities surrounding or leading to an operation, a procedure, or an event.  The system UserID is a critical element for each audit trail entry.


b.
As a system user you will never see the audit log.  As a system user you should, however, be aware of the fact that your modern DCPDS activities are being monitored and recorded in an audit log.  These audit logs are reviewed for both legal and illegal or inappropriate activities.  Identification of WHO is performing these illegal or inappropriate activities is based on the UserID associated with the audit entry.  Safeguarding your password will prevent others from logging into the modern DCPDS with your User Name and password.  Securing your system before leaving the area will prevent unauthorized individuals from sitting down at your workstation and using the system as if they were you.  Failure to follow these simple security safeguards could result in you being wrongfully accused of illegal or inappropriate activities.  

L1.4.4
Personnel Security Cautions and Precautions.


This attachment contains a description of those personnel security procedures required to protect modern DCPDS data.  

L1.4.4.1
Password Length and Structure.


a.
Your password is the most vulnerable point for any hacker to break into your computer system.  Taking care in choosing and protecting your password is the single most important contribution you can make to the security of the modern DCPDS.  You should use a password that begins with an alpha character and contains at least one special character.  The special characters for Oracle HR are the dollar sign ($), the number sign (#), the numbers 0 through 9, and the underscore (_).  The password should consist of a combination of letters and numbers (or special characters) and be eight (8) to ten (10) characters in length.  Avoid passwords that are either all numbers or all letters to the greatest extent possible.  Never select a password that is related to your personal identity, history, or environment.  Never select a word that can be found in a dictionary.  


b.
A simple method for developing a password is to create a phrase that you can remember and then use the first character of each word for your password.  Some examples include:

Sample Pass Phrases
Resulting Password

I have been happily married for 22 years
Ihbhmf22y

I was awarded the CISSP designation in 96
IwatCdi96

We have 2 bathrooms in our new house
Wh2bionh

She graduated from College with a 3.7 GPA
SgfCwa3GPA

I enlisted in the Army in 1997
IeitAi97

WARNING:  Do not use any of the above examples as your password.

L1.4.4.2
Marking of Printed Reports and Other Paper Products.


When you print reports using Oracle HR, ensure that all pages of the report are marked with the appropriate sensitivity marking:  For Official Use Only (FOUO) as mandated by the Freedom of Information Act, or Privacy Act (PA).  The system software should provide markings for any reports printed on the system, but you must verify that correct markings are in place.  If they are not, manually mark the report and notify your supporting ISSO.  After printing sensitive-unclassified personnel data, ensure you pick it up from the printer and secure it.  Failure to secure printouts could compromise Privacy Act data.

L1.4.4.3
Marking of Diskettes and Other Electronic Outputs.


Carefully mark all floppy diskettes according to the highest sensitivity of the data contained on them so the receiver or viewer knows the record contains FOUO or other sensitive information.

L1.4.4.4
Storage of Printed Reports, Diskettes and Other Printed or Electronic Outputs.


To safeguard FOUO and other sensitive information during normal duty hours, place them in an out-of-sight location if people who do not work for the government come into the work area. After normal duty hours, store FOUO records to prevent unauthorized access.  File them with other unclassified records in unlocked files or desks, etc., if the Government or a Government contractor provides normal internal building security.  When there is no internal security, locked buildings or rooms usually provide adequate after-hours protection.  For additional protection, store FOUO material in locked containers such as file cabinets, desks, or bookcases.  Check with your supporting ISSO for local variations to this guidance.

L1.4.4.5
Destruction of Printed Reports, Diskettes and Other Printed or Electronic Outputs.


You may use any of the following methods to dispose of records containing FOUO information or information protected by the Privacy Act according to established records disposition schedules:



(1)
Destroy by any method that prevents compromise, such as tearing, burning, or shredding, so long as the personal data is not recognizable and beyond reconstruction.



(2)
Degauss or overwrite magnetic tapes or other magnetic medium.



(3)
Dispose of paper products through the Defense Reutilization and Marketing Office (DR&MO) or through activities who manage a base-wide recycling program.  The recycling sales contract must contain a clause requiring the contractor to safeguard privacy material until its destruction and to pulp, macerate, shred, or otherwise completely destroy the records.  Originators must safeguard PA material until it is transferred to the recycling contractor.  A federal employee or, if authorized, a contractor employee must witness the destruction.  This transfer does not require a disclosure accounting.

L1.4.4.6
Protecting For Official Use Only Information on Workstations.


At the close of business, modern DCPDS data and other FOUO information located on your workstation’s hard drive shall be protected so as to prevent unauthorized access.  Keeping the information on your workstation’s hard drive or LAN file server with other unclassified information is adequate when normal U.S. Government or Government contractor internal building security is provided during non-duty hours.  When such internal security control is not exercised, locked buildings or rooms normally provide adequate after-hours protection.  If such protection is not considered adequate, modern DCPDS data and other FOUO material shall be down loaded to removable media and stored in locked receptacles such as file cabinets, desks, or bookcases.

L1.4.5
Unauthorized Disclosure of For Official Use Only Information.


Unauthorized disclosure of For Official Use Only ( FOUO) information is not an unauthorized disclosure of classified information.  Users of the modern DCPDS however, must act to protect FOUO records under their control from unauthorized disclosure.  When unauthorized persons gain access to these records, administrators are required to find out who is responsible and take disciplinary action where appropriate.  Unauthorized disclosure of FOUO information containing privacy act information may also result in civil or criminal sanctions against individuals or the Federal Government.  Refer to DoDI 5400.7-R, Freedom of Information Act Program, or similar Component publications for specific information on handling FOUO data.

L1.4.6
Unauthorized Disclosure of Privacy Act Information.


Unauthorized disclosure of Privacy Act (PA) information is not an unauthorized disclosure of classified information.  Users of the modern DCPDS however, must act to protect PA records under their control from unauthorized disclosure.  An individual may file a civil suit against the Department of Defense for failing to comply with the Privacy Act.  The courts may find an individual offender guilty of a misdemeanor and fine that individual offender not more than $5,000 for disclosing information from a system of records to someone not entitled to the information.  Refer to Public Law 93-579, Privacy Act of 1974, and DoD 5400.11-R, Privacy Program. 
L1.4.7
Physical Security of Workstations.


Ensure secure operation of your workstation.  Place your monitor so that visitors to your area can not easily view the data you are viewing.  Challenge visitors (not known to you) to your work area.  Ensure your workstation and other system resources are secured after normal duty hours.  Follow your local security procedures for the protection of computer resources.

L1.4.8
Hackers, Crackers, and other “Ackers.”


The definition of the term "hacker" has changed over the years.  A hacker was once thought of as any individual who enjoyed getting the most out of the system he was using.  A hacker would use a system extensively and study the system until he became proficient in all its nuances.  This individual was respected as a source of information for local computer users; someone referred to as a "guru" or "wizard."  Now, however, the term hacker, and a newer term “cracker,” is used to refer to people who either break into systems for which they have no authorization or intentionally  overstep their bounds on systems for which they do have legitimate access.  Some methods used by hackers/crackers to gain unauthorized access to systems include password cracking, exploiting known security weaknesses, and social engineering.

L1.4.9
Password Cracking.


a.
The most common techniques used to gain unauthorized system access involve password cracking and the exploitation of known security weaknesses.  Password cracking is a technique used to surreptitiously gain system access by using another user’s account.  Users, like yourself, often select weak passwords.  The two major sources of weaknesses in passwords are easily guessed passwords based on knowledge of the user (e.g., wife's maiden name) and passwords that are susceptible to dictionary attacks (i.e., brute-force guessing of passwords using a dictionary as the source of guesses).


b.
We can not overemphasize the importance of keeping good passwords, regularly changing them, and taking note of the login message which displays the user’s last login date, time and place for systems that display this information.  Remember, the modern DCPDS Security Policy requires passwords to be eight (8) to ten (10) characters in length and alphanumeric.  Additionally, the Security Policy identifies:



(1)
New password will not duplicate the old password (e.g., old password = moF5fare;  new password = moF5fare) nor will the new password be the same as or a variation of the User-ID or user name.  



(2)
Passwords will not be words from the dictionary or proper names.  



(3)
Users will not disclose their passwords to anyone.  



(4)
Users are accountable for all actions or processes attributed to their UserID.



(5)
Passwords will not be written down or known by anyone other than the user.  If a user feels their password has been compromised, they will immediately change their password and notify the ISSO.

L1.4.10
Exploiting Known Security Weaknesses.


a.
Another method used by hackers/crackers to gain unauthorized system access is the exploitation of known security weaknesses.  Two types of security weaknesses exist: configuration errors, and security bugs.


b.
Configuration errors and security bugs are a job for the ISSO and the System Administrator, the system user must not discuss system configuration information (e.g., software version, configuration settings) with anyone other than your own ISSO or system administrator.

L1.4.11
Social Engineering.


a.
Social engineering is the act of a hacker/cracker talking to a system user, pretending that the hacker/cracker is also a legal user of the system, and in the course of the conversation, manipulating the discussion so that the user reveals passwords or other information that can be used to gain illegal access to the system.


b.
Never reveal any information of a confidential or suspicious nature over the telephone, through the postal service or electronic mail, or in “chat” mode.  If you are asked to reveal such things as passwords, configuration information, or software version numbers simply respond, “I can not help you with that,” and end all communications.  Any legitimate caller will not need your password or other system information.  Any caller requesting this type of information will most probably be a hacker or government employee performing a security evaluation of your system.  Either way they do not need your password.  Remember the World War II saying “Loose lips sink ships.”  In today’s environment the saying could be “Loose lips swamp systems.”

L1.5
Modern DCPDS Security Policy.


a.
As a system user or Information System Security Officer (ISSO) you should be intimately familiar with the modern DCPDS Security Policy.  The modern DCPDS Security Policy establishes the operational security policy for the modern DCPDS Modernization Program.  It applies DoD security policy instructions to the operational requirements of the modern DCPDS.  It details how the risk of operating will be minimized by the coordinated implementation of all the security disciplines that make up the security policy.  It also outlines the minimum security measures for systems or networks needing to interface with the modern DCPDS.


b.
The modern DCPDS Security Policy is applicable to all modern DCPDS users and maintainers.  This document and the requirements derived from it becomes the basis for security testing performed on the modern DCPDS in support of final Certification and Accreditation.  Components (Military Services and Defense agencies) using the modern DCPDS will supplement this policy as necessary.


c.
The following paragraphs provide a list of security policy requirements that you as a system user or ISSO should be familiar.  Refer to Appendix D for the complete modern DCPDS security policy.

L1.5.1
Protection of Audit Files.


a.
Access to audit data will be controlled.  Only authorized personnel will have valid passwords to view audit data, which protects audit files from unauthorized viewing, changing, or destruction. (Appendix D security requirement reference - Para D3.5)


b.
Printed audit records and audit records backed up to removable media will be marked FOUO and secured by the ISSO.  The ISSO will retain archived audit trail files stored on removable media for six months. (Appendix D security requirement reference - Para D3.5)
L1.5.2
Access Control.


a.
Confidentiality is that security attribute which provides assurance that information is not disclosed to unauthorized persons, processes, or devices (i.e., only personnel with proper clearances and need-to-know are authorized access to sensitive information).  DCPDS will support confidentiality of the sensitive unclassified information to be processed, stored, or transmitted by implementing access control and object reuse mechanisms which provide the system administrators, functional area managers, and users with the ability to control access to their data. (Appendix D security requirement reference - Para D4)


b.
Only personnel with a need-to-know are authorized access to sensitive-unclassified information of the data processed, handled, or stored on components of the modern DCPDS (Corporate, regional, and CSU databases). (Appendix D security requirement reference - Para D4)

L1.5.3
Method of Access Control.


a.
Access to modern DCPDS AIS assets will be controlled by a combination of physical, personnel, and system security mechanisms  -  physical and personnel control requirements are described in other sections.  The modern DCPDS system security mechanisms include discretionary access control, object reuse and I&A (User IDs and passwords). (Appendix D security requirement reference - Para D4.1)


b.
The modern DCPDS will implement an Identification and Authentication (I&A) mechanism that requires users to identify themselves to the system before beginning actions that system components are expected to perform.  This capability allows the modern DCPDS to uniquely identify each individual user and associate their identity with all auditable actions taken during a session.  The modern DCPDS will use passwords to authenticate each authorized user’s identity and privileges. (Appendix D security requirement reference - Para D4.1)

L1.5.4
Principle of Least Privilege.


The concept of least privilege will be followed.  This is the security principle that users should have only the least privileges on the system needed to perform their jobs.  (Appendix D security requirement reference - Para D4.1.1)

L1.5.5
User Account Deactivation and Password Lockouts.


a.
DCPDS managers will be aware of situations that may require the deactivation of a user’s account.  DCPDS managers will notify the ISSO if there is reason to believe that a user’s access should be temporarily of permanently denied to the system. (Appendix D security requirement reference - Para D4.7)


b.
The ISSO will be notified if a user will be transferred, discharged, or reassigned, so the individual’s account may be removed.  These accounts will be removed within 24 hours of this notification.  User accounts will be deactivated for individuals TDY for more than 30 days unless the account will be used by its owner for official business during the period of TDY. (Appendix D security requirement reference - Para D4.7)


c.
For the HP-UX operating system accounts (system administrator and ISSOs) incorrect access attempts will be limited to no more than six.  After six failed attempts the user’s account will be locked, requiring them to see an alternate system administrator or ISSO for reactivation. (Appendix D security requirement reference - Para D4.7)


d.
Three failed login attempts for Oracle HR users result in a temporary lock-out for approximately 60 seconds.  These users are exited to windows and must invoke Oracle HR to return to the login screen.  This temporary lockout for application users prevents hackers initiating a successful denial of service attack; true hacker activity is apparent through use of notification of failed login attempts upon next successful user login. (Appendix D security requirement reference - Para D4.7)


e.
Three failed login attempts for Resumix users result in a temporary lock-out for approximately 60 seconds.  These users are exited to windows and must invoke Oracle HR to return to the login screen.  This temporary lockout for Resumix users prevents hackers from initiating a successful denial of service attack; true hacker activity is apparent through use of notification of failed login attempts upon next successful user login. (Appendix D security requirement reference - Para D4.7)

L1.5.6
Password Disclosure Policy.


a.
Users will not disclose their passwords to anyone.  Users will be held accountable for all actions or processes attributed to their password. (Appendix D security requirement reference - Para D4.9)


b.
If a user feels their password has been compromised, they will change it immediately and notify the ISSO. (Appendix D security requirement reference - Para D4.9)

L1.5.7
User Account Management.


a.
ISSOs at the Corporate Management Information System (CMIS) database and RSCs will manage user accounts for their respective operations.  The RSC ISSO will also manage the accounts of users from associated CSUs.  Accounts will be provided to authorized users for the HP-UX operating systems, the Oracle database, and the Oracle HR application on a “need to know” and “least privilege” basis according to requirements submitted and validated by appropriate authority in accordance with personnel security procedures. (Appendix D security requirement reference - Para D4.11)


b.
ISSOs will establish an initial log-in account and provide users the required information such as UserId and password by a secure means.  Before the user logs on the first time, the user will receive a briefing from an ISSO on security responsibilities such as the importance of protecting passwords. (Appendix D security requirement reference - Para D4.11)


c.
If the ISSO establishes the initial logon password for a user account, the system will prompt the user to change their password the first time the user signs onto the system. (Appendix D security requirement reference - Para D4.11)

L1.5.8
User Dial-Up Access.


When the modern DCPDS supports remote access via dial-up modems, the following conditions will apply (Appendix D security requirement reference - Para D4.12):



(1)
Dial-up access shall be through approved government controlled systems.  



(2)
An additional means of secure authentication will be used (other than the UserID and password needed to login to systems) e.g., a token security card, software to generate a one-time password, or a password protected modem.  



(3)
Access tables will be kept current.  



(4)
Use callback methods whenever practical to control access.  



(5)
Remote access via dial-in modem will be an auditable event.  



(6)
Dial-in access modem telephone numbers will not be publicized or given to anyone other than those with a need-to-know.  



(7)
Use remote access system features which restrict access to specific database systems when practical.

L1.5.9
Warning Banner and Login Screens.


a.
A warning banner will be displayed at the login screen of all modern DCPDS database and application servers and workstations prior to login to the Oracle HR application.  It serves notice that use of these devices constitutes consent to monitoring.  The requirement is for receipt prior to entry and display before a successful logon process by the user.  As a minimum this warning banner will state (Appendix D security requirement reference - Para D4.14):

Official United States Government system for authorized use only.  Do not discuss, enter, transfer, process, or transmit classified and sensitive National Security information of greater sensitivity than this system is authorized.  Using this system constitutes consent to security testing and monitoring.  Unauthorized use could result in criminal prosecution.


b.
Operating system and application software version information and any other system-related information that could be used to identify system vulnerabilities will be removed from the login screens. (Appendix D security requirement reference - Para D4.14)

L1.5.10
Clearances.


a.
A security clearance is not required for access to sensitive-unclassified information.  However, all persons accessing the modern DCPDS, at minimum, will have a completed National Agency Check (NAC, ENTNAC, or equivalent). (Appendix D security requirement reference - Para D5.1)


b.
Supervisors will consider limiting or removing access, if unfavorable information should come to light about an individual, especially if the individual concerned is considered to be a disgruntled employee.  Supervisors will make sure such information is properly documented in the employee file. (Appendix D security requirement reference - Para D5.1)

L1.5.11
Need-To-Know.


All personnel who access the modern DCPDS AIS, applications servers and database servers must have a verified need-to-know for the data stored, processed, and transmitted by these systems.  Managers and personnelists must notify the appropriate ISSO with access requests for authorized users to the modern DCPDS.  (Appendix D security requirement reference - Para D5.2)

L1.5.12
Situations That Merit Denying Access.


a.
Supervisors must notify the ISSO immediately if they believe that a subordinate’s access should be suspended or revoked. (Appendix D security requirement reference - Para D5.3)


b.
Users who have been identified as “threats to the system” will be removed from access to the system.  A “threat to the system” is someone who has demonstrated the inability to protect sensitive or restricted data, someone who has made threatening statements about a manager or another employee, or someone taking medication that may impair judgment. (Appendix D security requirement reference - Para D5.3)

L1.5.13
Physical Security - General.


a.
DCPDS resources (computers, terminals and communications media) will be protected from natural threats (e.g., flood, weather), physical disasters (e.g., fire), intentional and unintentional human threats, and other identified physical threats. (Appendix D security requirement reference - Para D6.1)


b.
Additional physical security mechanisms, when needed and considered cost-effective to prevent or limit damage to DCPDS resources, will be implemented. (Appendix D security requirement reference - Para D6.1)

L1.5.14
Entry Controls to Computer Facilities.


Entry to the computer facilities (those that house application and database servers at the Corporate Management Information System Database, RSCs, and CSU sites) must be controlled. All personnel are responsible for the positive identification (by personal recognition) of users of DCPDS components.  Personnel will challenge any individual they cannot positively identify.  If in doubt, personnel will verify the status of the unknown individual.  Status implies not only the need to access DCPDS resources, but that the individual is authorized to perform the function for which access is requested and the function constitutes official business.  (Appendix D security requirement reference - Para D6.2)

L1.5.15
Entry Controls to Workstations.


a.
All workstations and terminals capable of accessing the modern DCPDS will be provided the level of physical security as specified by local security policy for AIS hardware.  ISSOs share responsibility for the physical protection and use of these assets with the actual users. (Appendix D security requirement reference - Para D6.3)


b.
All workstations used to access the modern DCPDS will use password protected screen saver programs or similar features, where available, to protect against users leaving their workstations unattended for short periods of time.  Where features are not available, users will log out of the system before leaving their workstation unattended. (Appendix D security requirement reference - Para D6.3)

L1.5.16
Resource Protection.


a.
Personnel will secure resources which process, store or transmit data within areas that provide adequate protection during and after duty hours.  This requirement applies to all workstations, terminals, servers, routers and other modern DCPDS components. (Appendix D security requirement reference - Para D6.4)


b.
All modern DCPDS database servers, application servers, and supporting telecommunications equipment will be installed in areas that have been designated as Controlled Access Areas.  Network resources must be secured in locked offices after duty hours if the area is unstaffed or unprotected by other DAA approved means. (Appendix D security requirement reference - Para D6.4)


c.
Removable storage media will be stored in lockable containers when not in use. (Appendix D security requirement reference - Para D6.4)

L1.5.17
Protection of Support Systems.


Surge protection or some type of electrical power line conditioning will be installed on all electrical power sources serving modern DCPDS resources.  Uninterruptible power supply (UPS) systems will be installed on all primary AIS resources.  Primary resources are those that are necessary for supporting networks with continuous operation, such as hubs, servers, and routers.  (Appendix D security requirement reference - Para D6.4)

L1.5.18
Hardware Security.  


a.
The ISSO at each RSC and CSU will ensure hardware security controls are in place, documented, and followed for each modern DCPDS network AIS resource. (Appendix D security requirement reference - Para D7)


b.
Personally-owned hardware and software may be used to process or access the modern DCPDS, although this is not recommended.  If there is a valid requirement to use personal hardware or software, users must adhere to the following requirements (Appendix D security requirement reference - Para D7): 



(1)
achieve written approval from the appropriate security official;



(2)
sensitive-unclassified information must remain on removable media and be marked and protected according to the sensitive-unclassified category; and,



(3)
restrict the use of remote logins from outside sources to the personally owned AIS.

L1.5.19
Virus Protection Software.


Modern DCPDS workstations will have the standard DoD virus protection software installed and used as part of the normal operating procedures.  (Appendix D security requirement reference - Para D8.1)

L1.5.20
Software Policy.


a.
All new PC software, including new shrink-wrapped products, will be scanned for viruses and verified to be “virus free” by the DoD standard virus checker prior to initial use.  The CPMS software development and maintenance activity will perform virus checking on software prior to distribution.  Contaminated software will be reported under the Computer Security Technical Vulnerability Reporting Program (CSTVRP). (Appendix D security requirement reference - Para D8.2)


b.
Only certified or approved privately owned or “bulletin board” software will be used on modern DCPDS AIS resources.  Personally written or locally developed software will have its source code examined by a designated developer or analyst and compiled on designated government computers prior to introduction.  Developers will work with the respective ISSOs for approval prior to the installation of any software in this category on workstations outside of the personnel offices (RSCs and CSUs).  This guidance does not apply to ad hoc query scripts run against the database using a previously approved standard ad hoc query tool. (Appendix D security requirement reference - Para D8.2)


c.
Developers, system and security administrators, operators, and users of the modern DCPDS will perform periodic security evaluations on software to validate that the software has not been tampered with, or become corrupted from any source.  Software used to implement automated computer-based security mechanisms must detect and report to the audit log all unauthorized attempts to change, circumvent, or otherwise violate security features. (Appendix D security requirement reference - Para D8.2)


d.
HP-UX shell scripts, if used, must not modify or degrade system security features.  When the modern DCPDS software is distributed to operational locations, proof of certification and accreditation should accompany the software to inform potential users that certification was accomplished. (Appendix D security requirement reference - Para D8.2)


e.
Software development, testing, and debugging on the operational modern DCPDS is strongly discouraged.  If software development, testing, and debugging are accomplished on the operational modern DCPDS, applications and files must be protected, the security and integrity of the system must be maintained, and operational data files may only be used when no alternative exists. (Appendix D security requirement reference - Para D8.2)

L1.5.21
Contingency Planning.


a.
Each RSC will develop a contingency plan
 to reduce the effect on modern DCPDS operations caused by unanticipated interruption of DCPDS. (Appendix D security requirement reference - Para D9.1)


b.
The RSC contingency plan will establish procedures to follow if catastrophic events happen, detail how to reduce the effects from such events and explain how to resume operations after the event has passed.  The RSC contingency plan will address events caused by natural and system failures such as weather damage, water damage, loss of all or part of the network’s capabilities, inoperative components, defective storage media, maintenance problems, disruption to modern DCPDS operations due to building evacuation and complete or partial failure of modern DCPDS network security measures. (Appendix D security requirement reference - Para D9.1)


c.
The RSC contingency plan will include actions to follow when encountering computer viruses, detecting crackers or other violators of security policy. (Appendix D security requirement reference - Para D9.1)


d.
The RSC contingency plan will include actions to follow to recover data in the event system data is modified or destroyed. (Appendix D security requirement reference - Para D9.1)


e.
In addition to the RSC contingency plans, a Corporate Management Information System Database contingency plan will also be developed. (Appendix D security requirement reference - Para D9.1)

L1.5.22
Backup and Recovery.


a.
Each RSC will establish system backup procedures for the recovery of modern DCPDS data files and program libraries, and for the restart or replacement of computer equipment after a system failure or disaster. (Appendix D security requirement reference - Para D9.2)


b.
Each RSC and CSU will maintain a roster of key personnel to be contacted during DCPDS recovery operations.  This list will be immediately available to all required installation personnel for use in emergency situations. (Appendix D security requirement reference - Para D9.2)


c.
The System Administrator will ensure backups or “save” actions of the system are made nightly.  These incremental backups may be retained on storage media for up to one week.  Weekly “complete save” will be backed-up to tape.  Critical files will be backed-up nightly.  Full server system backups will be performed before new software is installed and configured. (Appendix D security requirement reference - Para D9.2)


d.
A copy of all backups will be stored in an off-site location.  This can amount to storing the tapes in another building on the same installation, provided this location offers additional protection from the risks to the primary site. (Appendix D security requirement reference - Para D9.2)


e.
The vendor or contracted maintainer will be required to have and make available on demand software or procedures for system and data recovery; protection against viruses, virus detection and eradication (if appropriate); and system clearing and purging. (Appendix D security requirement reference - Para D9.2)

L1.5.23
Emergency Response.


The ISSO and System Administrator will maintain a roster of key people to contact during emergency operations.  (Appendix D security requirement reference - Para D9.3)

L1.5.24
Exercising the Contingency Plans.


It is the ISSO’s responsibility to ensure that RSC modern DCPDS contingency plans are exercised annually.  Test results will be documented and briefed to the appropriate DAA.  (Appendix D security requirement reference - Para D9.4)

L1.5.25
General Marking and Labeling.


a.
Modern DCPDS users will ensure sensitive-unclassified materials that require special marking and handling, such as FOUO mandated by the FOIA, or PA, are marked according to applicable regulations. (Appendix D security requirement reference - Para D10.1)


b.
For DoD these regulations are DoD Directive 5200.28 Security Requirements for Automated Information Systems, DoD 5200.28-M (Draft) Automated Information System Security Manual, DISAI 630-230-19 Automated Information Systems, DoD Regulation 5400.7-R, DoD Freedom of Information Act Program and DoD Regulation 5400.11-R DoD Privacy Program. (Appendix D security requirement reference - Para D10.1)


c.
All output will be protected as sensitive-unclassified, FOUO, until manually reviewed by an authorized person to ensure that the output was marked accurately. (Appendix D security requirement reference - Para D10.1)


d.
All media and containers will be marked and protected commensurate with the requirements for sensitive-unclassified, FOUO information until the media is cleared (e.g., degaussed or erased) using a DoD-approved methodology. (Appendix D security requirement reference - Para D10.1)

L1.5.26
Manual Marking.


Paragraph, illustrations, tables, figures, or other internal document markings will be applied by the user upon creation of the file, listing, or product.  (Appendix D security requirement reference - Para D10.3)

L1.5.27
Marking Storage Media.


Modern DCPDS users will use approved pressure sensitive labels, where available, to mark storage media at the highest sensitivity level for which it was ever used.  Otherwise, blank marking labels will be fabricated with the proper sensitivity marking.  (Appendix D security requirement reference - Para D10.4)

L1.5.28
Marking Peripheral Devices.


Peripheral devices will be marked with local network addresses or configuration information, as appropriate, in concert with local network policy.  (Appendix D security requirement reference - Para D10.5)

L1.5.29
Maintenance on Hardware Devices.


Maintenance of system assets will be performed by trained, authorized, and qualified personnel.  Personnel will sign in and out of computer rooms, their access right verified by checking the access roster for authorized maintenance personnel.  All maintenance personnel who are not trusted agents will be escorted at all times.  To prevent unauthorized disclosure of PA data, approved clearing procedures will be used, if possible, to clear systems of sensitive-unclassified data prior to release of the equipment from the facility.  (Appendix D security requirement reference - Para D11.1)

L1.5.30
Software Maintenance.


Responsible individuals at the RSCs and CSUs will ensure all original copies of issued software are write protected, inventoried, and stored in a secure place.  Maintenance of the  modern DCPDS software will be the responsibility of the CPMS software development and maintenance activity.  (Appendix D security requirement reference - Para D11.2)
L1.5.31
Software Testing.


Testing of production software will involve a three step process to develop, test in a lab environment, and deploy to production systems.  Development and test programs will not use “live data."  Test databases will be used to simulate the actual data or actual data will be masked out (to protect the identity of individuals) for testing purposes.  (Appendix D security requirement reference - Para D11.3)

L1.5.32
Workstation Software.


Network security personnel responsible for LANs used by the modern DCPDS will make available approved software for wipe disk, fix sectors, data recovery, and viral protection, detection, and eradication.  Users will scan all diskettes for viruses using standard anti-viral software each time diskettes are used in a modern DCPDS AIS.  (Appendix D security requirement reference - Para D11.4)

L1.5.33
Operating System/Application Software.


a.
System administrators and database administrators will be trained in the use of data recovery, clearing and purging software, and diagnostic and viral scanning software (if available). (Appendix D security requirement reference - Para D11.5)


b.
When unique or proprietary operating systems exist and the above software is unavailable, the vendor or contracted maintainer will provide viral protection, detection, eradication (if appropriate), or clearing and purging software to the user. (Appendix D security requirement reference - Para D11.5)

L1.5.34
Configuration Management.


a.
A Configuration Control Board (CCB) will be formed in accordance with the modern DCPDS Configuration Management Plan.  System Change Requests (SCRs) from the appropriate Component representative will be submitted to the CCB for any change that may have a significant impact on the modern DCPDS.  The CCB will then submit the SCR to the appropriate security representative or office, when the technical or functional manager determines a review by security is needed. (Appendix D security requirement reference - Para D12)


b.
The security representative will add a recommendation for approval or disapproval based on the risk to the security of the modern DCPDS assets.  Attendance of a security representative as a regular member of the CCB supports the review of all configuration items for possible security implications.  See the modern DCPDS Configuration Management Plan for additional details. (Appendix D security requirement reference - Para D12)

L1.5.35
Purging and Clearing Storage Media.


Storage media will be cleared by overwriting storage locations at least once using Government approved software or by degaussing with a Type I or Type II degausser.  Technical instructions for clearing storage media will be included in the Trusted Facility Manual (TFM) for use by the System Administrator and other appropriate personnel.  (Appendix D security requirement reference - Para D13.1)

L1.5.36
Disposal of Hardware Devices.


Devices with the potential for reuse will be cleared or purged of sensitive-unclassified data.  This includes wiping hard disks and removing all backup media prior to disposal.  (Appendix D security requirement reference - Para D13.2)

L1.5.37
Disposal of Storage Media.


Information on this media will be appropriately protected by purging or clearing if media is to be reused for some other purpose.  This is performed through approved wiping and reformatting procedures.  Destruction of storage media must follow applicable rules that ensure no access to the data before the media is sent for destruction.  (Appendix D security requirement reference - Para D13.3)

L1.5.38
Disposal of Output Products.


a.
FOUO or PA output products (whether marked or not) will be destroyed in accordance with appropriate Component directives. (Appendix D security requirement reference - Para D13.4)


b.
FOUO and PA data outputs will not be commercially recycled unless the commercial recycling vendor has been approved by installation security personnel for recycling FOUA or PA data.  A commercial recycling company may be authorized by the installation security authority to receive printed material if the printed output is shredded on-site by the functional users prior to it being provided to a contractor for off installation delivery. (Appendix D security requirement reference - Para D13.4)


c.
FOUO and PA output media and magnetic storage will be secured on site and in backup facilities prescribed above when in use and destroyed when no longer needed, following the destruction procedures described above. (Appendix D security requirement reference - Para D13.4)

L1.5.39
Incident Handling.


All modern DCPDS vulnerabilities and security incidents will be reported to the appropriate security officer and to the appropriate local computer security response organization for the particular Component (See DoD Instruction 5215.1, Computer Security Technical Vulnerability Reporting Program and any pertinent Component and local operating instructions).  (Appendix D security requirement reference - Para D16)

L1.5.40
Certification and Accreditation (C&A).


The modern DCPDS core hardware and software will be certified and accredited by the DAA prior to initial deployment.  Each local DAA will accredit the modern DCPDS in its operational environment prior to operation according to component directives.  (Appendix D security requirement reference - Para D17.1)

L1.5.41
DAA Accreditation Requirements.


In accordance with standard procedures, the DAA will require completion of the certification and accreditation process from a risk analysis team, that the residual risk in operating the system has been reduced to an acceptable level to allow for its operational use.  The DAA will then approve the system for deployment, or deploy based on a temporary authority until security shortcomings are corrected.  (Appendix D security requirement reference - Para D17.2)

L1.5.42
Regional Support Center and Customer Service Unit Certification and Accreditation.


a.
The modern DCPDS certification official is responsible for completion of the modern DCPDS standard system SSAA.  Results are provided to the modern DCPDS standard system DAA with an approval to operate recommendation. (Appendix D security requirement reference - Para D17.3)


b.
Provided the Component RSCs install the hardware and software as certified, local recertification of the modern DCPDS is not required.  However, if changes are made to the Component’s configuration, or additional software is loaded onto modern DCPDS servers, the local DAA is responsible to examine the risks, and certify the new configuration. (Appendix D security requirement reference - Para D17.3)


c.
The local DAA is responsible to examine and document the risks of operating the modern DCPDS in the Component’s environment and to make a site accreditation decision. (Appendix D security requirement reference - Para D17.3)

L1.5.43
Reaccreditation.


Reaccreditation is required every three years after final accreditation of the modern DCPDS or whenever a major change is made to the system.  The C&A package will be updated as necessary prior to DAA review. (Appendix D security requirement reference - Para D17.4)

L1.5.44
Training and Awareness - General.


Training will support proper and consistent application of the basic AIS security features by users and administrators of the modern DCPDS.  This training teaches users the proper protection procedures for information contained in the modern DCPDS.  Users will contact their ISSO to report security incidents, possible security policy violations, and potential vulnerabilities.  ISSOs are responsible to follow-up and take action as appropriate on all such security incidents. (Appendix D security requirement reference - Para D18.1)
L1.5.45
User Training.


All users must be trained on security awareness.  This training may be separate from, or part of the regular security training required at each installation.  (Appendix D security requirement reference - Para D18.2)
L1.5.46
Frequency of Training.


a.
Security training consists of an initial security briefing that will be accomplished and documented for all modern DCPDS users prior to their obtaining access to the modern DCPDS.  An annual briefing will be provided thereafter. (Appendix D security requirement reference - Para D18.3)


b.
A security training appendix to the Training Support Plan will provide Component trainers additional information of security to use when conducting classes. (Appendix D security requirement reference - Para D18.3)

L1.5.47
ISSO Training.


The ISSO is the security expert for the modern DCPDS and must have a complete understanding of the security requirements, compliance with all security features, and reporting of incidents and vulnerabilities.  Alternate ISSOs will be given training similar to the ISSO, commensurate with their job responsibilities. (Appendix D security requirement reference - Para D18.5.1)

L1.5.48
Administrator Training.


System and database administrators will be responsible for the proper implementation of modern DCPDS security.  The local DAA will ensure that system and database administrators have completed ISSO provided security awareness training that includes information about the modern DCPDS security requirements, modern DCPDS security features, and procedures for evaluating suspected vulnerabilities and identified violations. (Appendix D security requirement reference - Para D18.5.2)

L1.5.49
Operating System Security Training.


Local DAAs will ensure that System Administrators and ISSOs receive Windows NT and HP-UX System Administration/Security training.  The training should provide an emphasis on security features of the current operating versions of each operating system. (Appendix D security requirement reference - Para D18.6.1)

L1.5.50
Maintenance and Review.


The Civilian Personnel Management Service modern DCPDS program office will review this SSAA annually and publish changes as appropriate.  The local modern DCPDS ISSOs will review local supplements annually and publish updates as required. (Appendix D security requirement reference - Para D19.1)

L1.5.51
Security Features User’s Guide.


A Security Features User’s Guide will be written which will explain the common security features of the modern DCPDS.  The SFUG will  provide system users with information on how to log onto the modern DCPDS and how to handle typical error conditions resulting from the system’s security features.  Additionally, it will explain the user’s role in maintaining the security of the system. (Appendix D security requirement reference - Para D19.2)

L1.5.52
Trusted Facility Manual.


A Trusted Facility Manual (TFM) will be written which will provide modern DCPDS system and database administrators as well as Computer System Security Officers/Information System Security Officers (CSSOs/ISSOs) with guidance on how to configure, maintain, administer and operate the DCPDS application and data base servers in a secure manner. (Appendix D security requirement reference - Para D19.3)

L1.5.53
Corporate Management Information System Database Access.


a.
Access to the Corporate Management Information Service (CMIS) database will be administered through Component headquarters, who will establish internal procedures to provide user access. (Appendix D security requirement reference - Para D21.1)


b.
Requests for cross-component data access will be managed by CPMS. (Appendix D security requirement reference - Para D21.1)

L1.5.54
Password Management.


a.
No default passwords will be used on the modern DCPDS database servers.  All default passwords will either be removed or changed to unique passwords known only to each Database Administrator (DBA). (Appendix D security requirement reference - Para D21.2)


b.
DBA privileges will be limited to the DBA and designated alternate.  Passwords for all users and DBAs should be changed regularly, but at a minimum every 90 days. (Appendix D security requirement reference - Para D21.2)


c.
All modern DCPDS users will use different passwords for each server system.  This is especially important for trusted system personnel such as system administrators and database administrators. (Appendix D security requirement reference - Para D21.2)

L1.5.55
Fraud, Waste and Abuse.  


a.
DoD is committed to the prevention and elimination of FWA.  Following FWA procedures ensures that DoD resources are applied effectively to support national priorities.  Modern DCPDS managers and users will ensure that DoD and Component fraud, waste, and abuse policies are supported. (Appendix D security requirement reference - Para D22)


b.
Copyright laws (specifically software and software documentation) will not be violated.  All users will be made aware of copyright restrictions placed on automated system software. (Appendix D security requirement reference - Para D22)


c.
The modern DCPDS assets will be used for officially approved government business only.  It is prohibited (except with proper authorized) to destroy, delay, disclose, or modify sensitive-unclassified data. (Appendix D security requirement reference - Para D22)

L1.5.56
Transmission Control Protocol and Internet Protocol (TCP/IP) Services.


Unnecessary TCP/IP services will be disabled (e.g., Anonymous File Transfer Protocol (FTP), Trivial FTP (TFTP), finger).  Refer to the HP-UX TFM for a listing of modern DCPDS Firewall Port Information. (Appendix D security requirement reference - Para D23)

L1.5.57
Security Testing.


The ST&E plan will list testing procedures to ensure there are no obvious ways for an authorized user to bypass or otherwise defeat the security measures of the system.  This includes testing for obvious security flaws that allow unauthorized access to the audit trail or password data.  (Appendix D security requirement reference - Para D24)







� Any information, the loss, misuse, modification of, or unauthorized access to, could affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, U.S. Code, but that has not been specifically authorized under criteria established by an Executive order or an act of Congress to be kept classified in the interest of national defense or foreign policy.


� DoD contingency planning guidance is found in DoD Directive 5200.28, OMB Circular No. A-130, OMB Bulletin No. 90-08 and DISAI 630-230-19 Automated Information Systems.
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